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1.

Introduction

Despite the complex and multifaceted nature of current military operations, the ability
to employ military force is ultimately unique to, and the prerogative of, the armed
forces. From this arises the obligation to take measures to ensure that, should such
force need to be employed in a military operation, this will be done in line with our
fundamental values and the relevant legal provisions, especially those dictated by
international law. This is the only way to provide Bundeswehr service personnel with
legal certainty and a solid basis for their actions.

2.

Weapons and methods of warfare

A chief legal aspect of the use of military force relates to the types of weapons, means
and methods of warfare that are to be employed. This makes them an important focus
of international humanitarian law. The respective legal category is often referred to as
“international humanitarian law on arms”.1
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The present article aims to conduct a partial analysis of this category, from the current
perspective of the Federal Ministry of Defence and the German Bundeswehr: that is,
the obligation – prior to employment and independent of the respective circumstances
– to legally review their weapons, means and methods of warfare, so as to determine
whether or not these are compatible with the rules of international law.
Under the provisions of Article 36 of the Protocol Additional to the Geneva
Conventions of 12 August 1949 relating to the Protection of Victims of International
Armed Conflicts (Protocol I)2, all contracting parties are under an obligation, when
studying, developing, acquiring or adopting a new weapon, means or method of
warfare, to determine whether its employment would, in some or all circumstances of
employment, be prohibited by Protocol I or by any other rule of international law.
Additional Protocol I entered into force in the Federal Republic of Germany in 1991.3 In
principle, however, Germany long beforehand recognized its respective obligations.
For example, legal commentaries contain the remark, in reference to the “General
provisions of the law of armed conflict and of the law of war on land” – dated March
19614 – that, when new weapons are developed, their employment should be
preceded by a study aimed at determining whether they infringe any explicit
prohibition or general principles. Only if they do not may the use of these weapons be
permitted. Even the United States – which, as is well known, is not a contracting party
to Additional Protocol I – has for some time had formal, institutionalized procedures in
place to determine whether a planned new weapon conforms to international law.5
Perhaps it was precisely because of the relatively high level of international consensus
on this issue, at least regarding the obligation to determine the conformity of
weapons, that, for many years, there were no exceptionally intensive discussions,
neither at the academic nor at the political level, regarding Article 36 of Additional
Protocol I, also following its entry into force.6
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This may in part be due to the fact that Article 36 does not provide any specific legal
guidelines for the review of weapons. It merely refers to the existing rules and
provisions of international law.7
From a legal policy standpoint, the primary significance and aim of Article 36 is that,
with this provision, international humanitarian law makes a clear statement on the
relationship between law and weapons technology.8 Law should not simply follow
technological developments, but rather from the outset must exert its influence on, as
well as steer, these developments. In the history of international humanitarian law, this
was for a long time not the case. Rules governing air warfare9, or the employment of
submarines10 or mines11, were generally developed only after the respective weapons
had been used, and the effects had been felt. Whether or not the converse approach
will always be successful cannot be reliably determined, considering the great speed of
technological innovation. Existing legislation can only perform a steering function if it
succeeds in keeping abreast of future developments.12
Moreover, such an approach can also be problematic. How, for example, should an
abstract legal review determine “superfluous injury” or “unnecessary suffering” – two
key aspects of international humanitarian law – if a weapon has not been fully
developed, and its actual effects are not yet known?13 Without the context of a specific
military operation, how can what is “superfluous” and “unnecessary” be defined,
considering that these terms are so highly dependent on the respective situation and a
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careful weighing of all factors? Frequently, a framework for these considerations does
not exist until the specific context of employment is known.14
It is undisputed, however, that international law relating to the review of new weapons
has gained increasing attention in recent years, not least due to the debate over
combat drones, automatic and autonomous weapon systems, as well as cyber
weapons. In January 2006, the International Committee of the Red Cross published “A
Guide to the Legal Review of New Weapons, Means and Methods of Warfare –
Measures to Implement Article 36 of Additional Protocol I of 1977”, which is designed
as a handbook to assist states in meeting their obligations under Article 36. There has
also been a steady rise in the number of academic publications on the subject.15
The increasing attention that is being paid to the legal review of new weapons in
Germany has had a political impact as well, namely on the coalition agreement
between the governing parties of 16 December 2013. It states that “prior to any
decision to procure new weapon systems, we will carefully review all related questions
of international law, constitutional law, security policy and ethics. This especially
applies to new generations of unmanned aerial vehicles that have not only
reconnaissance, but also combat capabilities”.16
Admittedly, a coalition agreement is primarily of political importance. With regard to
the obligation to conduct a legal review of new weapons, it merely recalls the existing
obligation set out in Article 36, as well as the German Bundeswehr’s long-standing
practice. However, for the competent officials at the Federal Ministry of Defence, this
was an opportunity to revisit the established procedures of legal review. In the end,
they gave these procedures a more formal structure and better integrated them into
the institution.
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3.

Procedures

Article 36 – and there is consensus on this point17 – does not itself set out any
guidelines for how legal reviews of new weapons are to be performed. In the
Bundeswehr, legal review has so far been conducted as part of the Ministry’s regular
staffing process, i.e. the legal division has reviewed and signed off on new weapon
systems. More importantly, legal reports, assessments, and opinions have also been
drawn up to determine conformity with international law. These have been prepared
for the entities that were responsible for the planning, development and procurement
of the corresponding weapon systems.
Experience with these procedures has shown – already prior to the written obligation
in the coalition agreement – that this working method was at times cumbersome and
possibly also inadequate.
This article does not aim to conduct a detailed legal analysis of various interpretations
and discussions regarding Article 36. Rather, it will describe the practical conclusions
that have been drawn for the procedures of legal review at the Federal Ministry of
Defence. In addition, three examples are presented of specific legal reviews that
highlight both the legal considerations weapon systems are given and the types of
questions that may arise in the process.

4.

The steering body and its standard of review

In March of this year, under the auspices of the legal division, an independent
“Steering body for the legal review of new weapons and methods of warfare” was
established at the Federal Ministry of Defence. It is composed of representatives of the
legal division, as well as of all competent entities at the Ministry, who serve as points of
contact. The competent entities are meant to provide additional expertise, as well as
initiate legal reviews of new weapon systems.
Although no practical experience could yet be gained, it can be assumed that the
steering body will facilitate the process of legal review of new weapons, means and
methods of warfare for the Ministry’s legal division, especially when non-legal
expertise (e.g. medical assessments, effects analyses and operational aspects) is
required.
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The chief standard of review is international humanitarian law as it currently applies to
the Federal Republic of Germany. There is, however, a fundamental problem with
abstract legal reviews. Simply because obligations under Article 36 have been met at
one point in time does not mean that no legal assessments are required once a
weapon is actually used. In principle, each specific employment of military force must
be kept under review on a continual basis, in terms of its conformity with international
humanitarian law. This automatically leads to the question of which standard must be
met by the abstract, pre-employment legal review of a weapon. By contrast, the
aspects that can be postponed and addressed as part of employment-related legal
reviews (in the context of military operations) must also be determined.18
After all, every weapon can be employed in a way that violates the rules of
international humanitarian law. Conversely, employment scenarios are at least
theoretically conceivable for every weapon or means of warfare that would not violate
international humanitarian law. Apart from weapons that are clearly banned by
conventions (for example biological weapons, cluster munitions and anti-personnel
mines), international humanitarian law differentiates between weapons that are by
nature indiscriminate, which are banned as such, and the indiscriminate use of
weapons, which is conceivable for every weapon.
This point is clearly made in Article 51 of Additional Protocol I, which addresses
protection of the civilian population and the prohibition of indiscriminate attacks. In
Article 51(4)(a), indiscriminate attacks are defined as those which are not directed at a
specific military objective. The chosen method of military engagement, which is referred
to here, will hardy play a role in a pre-employment legal review. By contrast,
paragraph 4(b) defines indiscriminate attacks as those which employ a method or
means of combat which cannot be directed at a specific military objective. The focus
here is solely on the method and means of combat (as in paragraph 4(c), which
addresses weapons that strike military objectives and civilians or civilian objects
without distinction).19 Limiting a legal review to examination of whether a weapon is a
method or means of combat according to Article 51(4)(b) or (c), which are in principle
prohibited, would at least be wrong in terms of the explicit wording of Article 36. The
article essentially states that international law can prohibit weapons not only outright,
but also specifically in certain circumstances.
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It is understood that a legal review in accordance with Article 36 must not examine
every feasible use of a weapon, but only its “common” or “intended” use.20 Particularly
when dealing with new technology, the actual way in which a weapon will be used may
not even be known when it first undergoes a legal review. However, the legal review
process is particularly well-suited for determining what forms of employment are
legally permissible – and what forms are prohibited.
The steering body’s standard of review is thus as follows: The question of whether or
not a new weapon or method of warfare can and should be introduced is ultimately
determined based on the respective legal provisions, and on whether or not a
sufficient number of scenarios can be imagined for legally-permissible and useful
employment of this weapon in actual military operations.
This definition shows that the legal review of a new weapon must be performed based
not only on legal expertise, supported by technical and medical opinions and
assessments, but that it must also take into account military and operational analyses.
The large amount of information that needs to be exchanged across various areas of
expertise is a compelling argument for the establishment of a formal review body.

5.

Examples

Three practical examples are given below of possible legal reviews. Although these
cases are not specifically linked to the newly-established steering body, they do
demonstrate the need for a cross-cutting approach, and they clearly show the types of
international law issues that can arise in this connection.

5.1.

HIGH POWER ELECTRO MAGNETIC (HPEM) TECHNOLOGY

5.1.1.

Functioning and effects

Improvised Explosive Devices (IEDs) are a significant threat to the armed forces,
especially during stabilisation operations. To improve the protection of convoys and
groups of vehicles, the introduction of counter-IED HPEM technology is being
considered.

20
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With this technology, a directed electromagnetic impulse is generated by the lead
vehicle in a convoy. This energy affects electronic components within its focal area in
such a way that IEDs are either permanently blocked or prematurely detonated. This
technology goes beyond the jammers that have been employed so far, for they are
effective not only against remote-controlled IEDs, but also against all explosive devices
that contain electronic components (some 80% of all IEDs used in Afghanistan).
The questions in connection with international law that such a system raises are
obvious: HPEM technology does not differentiate between electronic components in
IEDs and those in civilian devices (e.g. mobile phones, control components, or traffic
infrastructure). Civilian elements may be at least temporarily affected as well, with
possibly severe consequences for civilians (e.g. pacemakers). If HPEM technology does
not block an explosive device, it triggers and detonates it. However, the detonation
occurs at a certain distance and a little earlier than those who placed it had planned, in
order to protect the convoy.

5.1.2.

Legal assessment

HPEM technology is indisputably a new method of warfare and, as such, it is subject to
legal review under Article 36.
International law does not explicitly ban the employment of HPEM technology.
It can also be ruled out that HPEM would cause superfluous injury, unnecessary
suffering or severe damage to the natural environment. The use of HPEM therefore
does not, generally speaking, violate the basic rules set out in Article 35.
The question that must be primarily examined is that of indiscriminateness: Is HPEM an
indiscriminate means or method of warfare that cannot be directed at a specific
military objective? In that case, it would be banned outright pursuant to
Article 51(4)(b), without the circumstances of employment needing to be considered.
HPEM can in fact not be directed at a specific military objective, but only at a certain
focal area. That said, we do not believe a ban on HPEM can be justified based on this
provision. Situations are feasible in which the focal area comprises no civilian
objectives, but only military ones (e.g. an unpopulated street without any buildings). In
this situation, HPEM could in effect be directed at military objectives only.
Based on this line of reasoning, a general ban on HPEM pursuant to Article 51(4)(b) can
be rejected. This does not imply that HPEM would be employed exclusively in
situations like the one described above. In realistic operational scenarios (e.g. convoy
protection), non-military objectives would likely also be in the focal area. However,
without a general ban on HPEM, international humanitarian law merely stipulates rules
8

for employment of HPEM in certain situations. In this case, collateral damage involving
civilians and civilian objects is not prohibited in principle, but only if the attack causing
it can be deemed excessive (cf. Article 51[5][b]).
Additional consideration must, however, be given to HPEM, since prohibition pursuant
to Article 51(4)(b) applies exclusively to “attacks” as defined in Article 49(1).
The question arises of whether the employment of HPEM can even be considered an
attack under the respective definitions. The definition of “attack” in Article 49(1), and
therefore in terms of international humanitarian law, is an offensive or defensive act of
violence against the adversary.21
The electromagnetic impulse that is projected from a fixed point of the lead vehicle in
a convoy can be more or less considered a protective shield for that convoy. Unlike
armour, however, it has an external effect. If one were for that reason alone to define
the use of HPEM as an attack, then every movement of a convoy with an activated
HPEM effector would constitute an attack. This would at the very least be out of line
with military and operational categories. In particular if a convoy were transporting
urgently-needed humanitarian aid, such a definition would be illogical. Moreover,
medical units and convoys would not be allowed to use HPEM, since they have no
combat status and are not authorised under international law to perform acts of attack.
There is therefore good reason to argue that the rules of international humanitarian
law do not provide a sufficiently strong basis for a general ban on HPEM. However, this
assessment by no means implies that no legal limitations should be imposed on the
employment of HPEM. This aspect must at least be part of the legal review – under
application of the standard of review mentioned above – to determine conformity with
Article 36 and, ultimately, whether or not the further development of an HPEM
capability makes sense from an operational point of view. Regulations governing
future military employment of such a system can also be developed during the legal
review process, at least in a general sense. If the decisive legal standards are the ban
on indiscriminate means and methods of warfare, as well as the prohibition of
excessively injurious warfare, then, on an abstract level, two questions must be
considered during a legal review: First, to what extent are precautionary measures
pursuant to Article 57 possible and even required for the employment of HPEM, to do
everything feasible to avoid harmful effects on the civilian population? Second, what
shall the determining criteria be for weighing the risk of causing collateral damage
against the prospective military benefits? What follows is only a brief examination of
these questions.
21
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Regarding precautionary measures, use of situation-specific medical and technical
assessments will be crucial. The place of employment must be given special
consideration. In densely-populated urban areas, especially during times of day when
it can be expected that large numbers of civilians may be affected, HPEM should be
employed only to a limited extent. In situations in which there is a high likelihood that
uninvolved persons may be affected, only jammers should be used, since these are far
less dangerous.
Advance warning of the civilian population pursuant to Article 57(2)(c) may be
advisable, also in terms of a general warning that civilians should keep clear of routes
taken by military convoys.
We believe the protection of our own service personnel with HPEM can already be
considered an expected tangible and direct military benefit, independent of any
specific military order. This benefit can also play a role in the deliberation process, i.e.,
in determining whether or not employment of HPEM is justified, despite possible
collateral damage – although some doubt has been expressed on this in academic
literature.22 Specific deliberations will also have to consider that use of HPEM
significantly increases the likelihood of preventing the detonation of an IED, which in
turn greatly increases the protection of civilians in the vicinity of the IED who most
certainly would have been affected by its detonation.
The following general conclusions can be drawn:
Use of HPEM technology appears permissible in a range of military scenarios, in a way
that would not violate the rules of international law. Restrictions imposed by
international law on the employment of HPEM, as well as prescriptions regarding how
it must be used, will not prevent it from being militarily useful in certain situations.
To bring HPEM more in line with the rules of international law, it would be helpful if,
during actual employment, the effects and focal area could be adapted on short notice
and tailored to the situation, so that certain areas could be excluded. Further technical
studies could focus on the following:
Can the range of HPEM waves be temporarily shortened? Can limitation of the focal
area, which would leave unaffected certain buildings and groups of persons in that
area, be achieved and demonstrated?

22
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5.2.

FLECHETTE MUNITIONS

5.2.1.

Technical description

Flechettes are essentially arrow-shaped projectiles. They are made entirely of steel and
are relatively small (a few centimetres long, with a much smaller diameter than
conventional rifle bullet projectiles). Because they are projected from a warhead by an
explosive substance, they can pierce and pass through wood and even thin steel.
Flechettes are intended for use against soft ground targets (field camps, lightlyarmoured vehicles, formations, units and groups of persons). During a regular
employment scenario, up to several thousand flechettes can impact a surface area of
over 100 metres in length and several hundred metres wide.

5.2.2.

Legal assessment

5.2.2.1. Possibility of prohibition
There is no specific ban on flechette munitions. Flechettes do not fall under the
prohibition on the use of incendiary weapons (Protocol III)23, and they cannot be
classified as cluster munitions24 or explosive bomblets, since flechettes themselves do
not explode and their effect is not based on an explosion. They also do not fall under
the ban on weapons that injure through fragments that cannot be detected in the
human body by an x-ray examination,25 nor can they be described as so-called “dumdum” bullets,26 since they in no way change their shape, even when hitting bone.
Examinations of wounds have even demonstrated that flechette injuries tend to be less
severe than those of conventional 9-millimetre bullets.

5.2.2.2. Assessment of indiscriminateness
Flechettes also cannot be classified as an indiscriminate means of warfare. In view of
their impact area described above, it is entirely feasible and realistic that, in certain
23
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combat situations, such an area would contain exclusively military targets. 27 Therefore,
an abstract legal review would not entirely prohibit their employment. Restrictions on
the employment of flechettes based on the consideration of indiscriminateness will
primarily need to be considered at the time of their actual employment. This highlights
the need to clearly distinguish between the abstract principles contained in Article 36
and a specific legal assessment of the actual employment of a weapon. Abstract legal
reviews can only establish general guidelines, i.e., no employment of flechettes over
inhabited areas, as well as the obligation to take all necessary precautionary measures
in the potential impact area, in particular by ensuring that no civilians or civilian objects
are present.
Unlike with HPEM, an examination of flechettes must answer the question of whether
or not such munitions cause superfluous injury or unnecessary suffering in terms of
Article 35(2). For this, flechettes must be compared with shotguns, which in the
Bundeswehr Manual of International Humanitarian Law are classified as weapons
prohibited by Article 35(2).28 However, an analysis reveals this to be an unjustified
comparison. As mentioned above, the immediate injuries inflicted by flechettes tend to
be less severe than those of classic rifle munition. In the intended employment
scenarios, persons located in the most densely-hit radius of the impact area (approx.
50 square metres) would be hit by a maximum of two flechettes. This cannot be
compared to the multiple wounds caused by shotguns. A legal review can therefore
conclude that flechettes may be procured, although they must not be employed in
populated areas.
However, this leaves unanswered the question that must be considered from more
than only a legal standpoint, namely whether the military and operational advantage
of flechettes is so great that procurement makes sense economically, since they after
all have only a limited effect on military targets. Moreover, flechettes are politically
controversial. Their use in very densely-populated areas, which supposedly has in the
past resulted in individual victims being hit by up to 70 flechettes, has generated
significant political and ethical debates (the issue of “deadly metal rain” has been
raised). This impact of flechettes could be ruled out by putting in place strict rules for
military employment of flechettes outside of populated areas, and it would not
necessarily result in a general ban on these munitions. However, this aspect must be
considered as part of the procurement decision. Even though it is in principle
permissible, the Bundeswehr currently does not procure any flechette munitions.

27
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5.3.

LASER WEAPONS

To conclude, the area of laser weapons will be briefly addressed. From a technical point
of view, there are two basic types: anti-personnel and anti-materiel laser weapons.
Although laser rangefinders and target designators are not explicitly mentioned here,
the respective legal provisions apply to these as well, when they are used for military
purposes.

5.3.1.

Anti-personnel laser weapons

The Protocol on Blinding Laser Weapons (Protocol IV)29 bans the use of laser weapons
that are designed to cause permanent blindness to unenhanced vision (i.e., to the
naked eye, or to the eye with corrective eyesight devices). Consequently, every legal
review will aim to determine whether a new system falls under this ban. According to
the current preliminary assessment, so-called “dazzlers”, i.e. laser weapons that are
exclusively intended to create temporary blindness and do not cause permanent
blindness are not prohibited. Specifically at checkpoints, such weapons can be highly
effective. They also conform to the principle of proportionality. This assessment does,
however, presuppose that a large number of technical issues will be clarified, so that
temporary blindness can be caused without permanently damaging the eye in any
way.30

5.3.2.

Anti-materiel laser weapons

Anti-material laser weapons are more significant. In principle, such weapons will be
used to attack combat vehicles, aircraft and missiles. The military advantages are these
weapons’ scalability, high target accuracy, and relatively low operational costs. Antimateriel laser weapons are not prohibited by the relatively narrow scope of Protocol
IV, since it explicitly does not cover blinding as an incidental or collateral effect of the
legitimate military employment of laser systems (Article 3). The general provisions of
international humanitarian law therefore apply.
The prohibition of indiscriminate attacks can be easily complied with, since laser beams
travel at the speed of light, which allows rapidly-moving targets to be precisely
29

Protocol of 13 October 1995 on Blinding Laser Weapons (Protocol IV) to the Convention of
10 October 1980 on Prohibitions or Restrictions on the Use of Certain Conventional Weapons Which
May be Deemed to be Excessively Injurious or to Have Indiscriminate Effects.
30

See also M. C. Zöckler, Laserwaffen im Völkerrecht und das Verbot unnötiger Leiden, Munich 2006,
at p. 127.
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designated and attacked. Because the intensity of the laser beam can be scaled,
collateral damage can potentially also be avoided. However, harm to civilians and
civilian objects caused by possible reflection off of the actual target is a problem.
Undesired effects may also be caused by refraction. When attacking aerial targets,
there is an – admittedly small – risk of the laser beam extending beyond the actual
target, affecting other aircraft or satellites. Additional examinations may be required to
fully understand these technical issues.
If a laser destroys enemy combat materiel and the military personnel manning this
materiel is injured or killed, this would not in principle constitute a violation of
international humanitarian law, even if the injury were blindness, which is absolutely
feasible if optical sensors are targeted. However, depending on the situation, this could
be considered to constitute unnecessary suffering (Article 35[2]) even though
Protocol IV would not apply, since it covers only blindness to unenhanced vision.
At this early stage, the legal assessment can be summarised as follows: A general ban
would apply only to laser systems that are exclusively or at least partially intended to
be used to cause permanent blindness to unenhanced vision. Use of laser weapons
against the optical devices and sensors of vehicles for the specific purpose of
permanently blinding the military personnel manning these vehicles could be classified
as a violation of the ban on unnecessary suffering. Use of lasers to damage materiel, in
particular aircraft, missiles or vehicles, would not violate the ban on unnecessary
suffering and is therefore permissible under international law. If laser weapons are
used to attack other, non-vehicle-mounted optical devices and sensors, then whether
or not such use is permissible under international law would be determined by the
circumstances of each specific employment.
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6.

Conclusion

The German Bundeswehr has always fully lived up to the obligations under Article 36
of Protocol I. However, the great amount and extent of consultation this requires has
resulted in legal reviews of new weapons being conducted by a steering body that was
specifically established for this purpose. Fixed points of contact facilitate the legal
review process, and heighten awareness of the need to ensure conformity with
international law, and with the corresponding standard, in the respective divisions and
entities at the Ministry of Defence. This helps launch required reviews as early as
possible and also helps prevent possible misguided use of defence technology funds.

Furthermore, creation of a formal body for legal reviews under Article 36 facilitates
documentation of the corresponding procedures.31 This, in turn, raises the profile of
legal reviews, both within and outside of the Ministry. At the same time, it has formally
implemented a demand made in the German Government coalition agreement – or at
least a significant part of this demand – which serves to underscore the agreement’s
security policy and ethical assessments.

31

Notwithstanding the fact that the law as it stands knows of no duty to disclose or to make available
the outcome of reviews pursued in accordance with Article 36.
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